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1 Management Statement  

The accompanying Description has been prepared for customers who have used cBrain’s services 
related for F2- and M4-systems and their auditors who have a sufficient understanding to consider the 
description, along with other information including information about controls operated by subservice 
organizations and customers themselves, when assessing the risks of material misstatements of 
customers’ financial statements.  

cBrain uses a subservice organization Sentia for hosting. The Description includes only the control 
objectives and related controls of cBrain and excludes the control objectives and related controls of the 
subservice organization. Certain control objectives specified in the Description can be achieved only if 
subservice organization controls assumed in the design of our controls are suitably designed and 
operating effectively. The Description does not extend to controls of the subservice organization.  

The Description indicates that certain control objectives specified in the Description can be achieved 
only if complementary user entity controls assumed in the design of cBrain’s controls are suitably 
designed and operating effectively, along with related controls at the service organization. The 
Description does not extend to controls of the customers. 

cBrain confirms that: 

(a) The accompanying description in section 3 fairly presents general IT controls in relation to cBrain’s 
F2- and M4-services, which have handled customers’ transactions throughout the period 1 January 
2025 to 31 December 2025. The criteria used in making this statement were that the 
accompanying Description: 

(i) Presents how the general IT controls in relation to cBrain’s F2- and M4-system were designed 
and implemented, including, if applicable: 

• The types of services provided. 

• The procedures, within both information technology and manual systems 

• The related accounting records, supporting information and specific accounts that were 
used to initiate, record, process and report transactions; this includes the correction of 
incorrect information and how information was transferred to the reports prepared for 
customers. 

• How the system dealt with significant events and conditions.  

• The process used to prepare reports for customers. 

• Services performed by a subservice organization, if any, including whether the carve-out 
method or the inclusive method has been used in relation to them. 

• Relevant control objectives and controls designed to achieve those objectives. 

• Controls that we assumed, in the design of the system, would be implemented by the 
customers, and which, if necessary to achieve control objectives stated in the 
accompanying description, are identified in the description along with the specific 
control objectives that cannot be achieved by us alone. 

• Other aspects of our control environment, risk assessment process, information system 
(including the related business processes) and communication, control activities and 
monitoring controls that were relevant. 

(ii) Includes relevant details of changes to the service organization’s system during the period 1 
January 2025 to 31 December 2025. 

(iii) Does not omit or distort information relevant to the scope of the system being described, 
while acknowledging that the description is prepared to meet the common needs of a broad 
range of customers and their auditors and may not, therefore, include every aspect of the 
system that each individual customer may consider important in its own particular 
environment. 

(b) The controls related to the control objectives stated in the accompanying description were suitably 
designed and operated effectively throughout the period 1 January 2025 to 31 December 2025, if 
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controls at subservice organizations were suitably designed and operating effectively, and 
customers applied the complementary user entity controls assumed in the design of cBrain’s 
controls throughout the period 1 January 2025 to 31 December 2025. The criteria used in making 
this statement were that: 

(i) The risks that threatened achievement of the control objectives stated in the description were 
identified; and 

(ii) The identified controls would, if operated as described, provide reasonable assurance that 
those risks did not prevent the stated control objectives from being achieved; and  

(iii)    The controls were consistently applied as designed, including that manual controls were 
applied by individuals who have the appropriate competence and authority, throughout the 
period 1 January 2025 to 31 December 2025. 

Copenhagen, 26 February 2026 
cBrain A/S 

 

Ejvind Jørgensen 
Market Director 
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2 Independent service auditor’s assurance report 

Independent service auditor’s ISAE 3402 assurance report on the description of general IT controls 
and their design and operating effectiveness in relation to cBrain’s services for F2- and M4-systems 
for the period 1 January 2025 to 31 December 2025 

To: cBrain A/S, cBrain A/S’ clients and their external auditors 

Scope 

We have been engaged to report on cBrain’s description in section 3 of its general IT controls in relation 
to cBrain’s F2- and M4-services which have handled customers’ transactions throughout the period 1 
January 2025 to 31 December 2025 (the Description), and on the design and operation of controls 
related to the control objectives stated in the Description. 

The Description indicates that certain control objectives can only be achieved if the complementary user 
entity controls assumed in the design of cBrain’s controls are suitably designed and operating 
effectively, along with related controls at cBrain. Our engagement did not extend to such 
complementary user entity controls, and we have not evaluated the suitability of the design or operating 
effectiveness of such complementary user entity controls.  

cBrain uses Sentia as subservice organization for hosting. The Description includes only the Control 
Objectives and related controls of cBrain and excludes the control objectives and related controls of 
Sentia. Certain Control Objectives specified by cBrain can be achieved only if subservice organization 
controls assumed in the design of cBrain’s controls are suitably designed and operating effectively, 
along with the related controls at cBrain. Our engagement did not extend to controls of Sentia and we 
have not evaluated the suitability of the design or operating effectiveness of such subservice 
organization controls. 

cBrain’s responsibilities 

cBrain is responsible for: preparing the description and accompanying statement in section 1, including 
the completeness, accuracy and method of presentation of the Description and statement; providing the 
services covered by the description; stating the control objectives; identifying the risks that threaten the 
achievement of the Control Objectives, selecting the criteria presented in the statement, and designing, 
implementing and effectively operating controls to achieve the stated control objectives. 

Our independence and quality control 

We have complied with the independence and other ethical requirements of the International Ethics 
Standards Board for Accountants' International Code of Ethics for Professional Accountants issued by 
the International Ethics Standards Board for Accountants (IESBA Code), which is founded on 
fundamental principles of integrity, objectivity, professional competence and due care, confidentiality 
and professional behaviour as well as ethical requirements applicable in Denmark. 

EY Godkendt Revisionspartnerselskab applies International Standard on Quality Management 1, ISQM 1, 
which requires the firm to design, implement and operate a system of quality management, including 
policies or procedures regarding compliance with ethical requirements, professional standards and 
applicable legal and regulatory requirements.  

Our responsibilities 

Our responsibility is to express an opinion on cBrain’s Description and on the design and operation of 
controls related to the control objectives stated in that Description, based on our procedures. We 
conducted our engagement in accordance with International Standard on Assurance Engagements 
3402, “Assurance Reports on Controls at a Service Organization,” issued by the International Auditing 
and Assurance Standards Board and additional requirements under Danish audit legislation. That 
standard requires that we plan and perform our procedures to obtain reasonable assurance about 
whether, in all material respects, the Description is fairly presented and the controls are suitably 
designed and operating effectively. 
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An assurance engagement to report on the description, design and operating effectiveness of controls 
at a service organization involves performing procedures to obtain evidence about the disclosures in the 
service organization’s description of its system, and the design and operating effectiveness of controls. 
The procedures selected depend on the service auditor’s judgment, including the assessment of the risks 
that the description is not fairly presented, and that controls are not suitably designed or operating 
effectively. 

Our procedures included testing the operating effectiveness of those controls that we consider 
necessary to provide reasonable assurance that the control objectives stated in the description were 
achieved. An assurance engagement of this type also includes evaluating the overall presentation of the 
description, the suitability of the objectives stated therein, and the suitability of the criteria specified by 
the service organization and described in section 1. 

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our 
opinion. 

Limitations of controls at a service organization 

cBrain’s Description is prepared to meet the common needs of a broad range of customers and their 
auditors and may not, therefore, include every aspect of the standard application that each individual 
customer may consider important in its own particular environment. Also, because of their nature, 
controls at a service organization may not prevent or detect all errors or omissions in processing or 
reporting transactions. Also, the projection of any evaluation of effectiveness to future periods is 
subject to the risk that controls at a service organization may become inadequate or fail. 

Opinion 

Our opinion has been formed on the basis of the matters outlined in this report. The criteria we used in 
forming our opinion are those described in section 1. In our opinion, in all material respects: 

(a) The Description fairly presents the general IT controls in relation to cBrain’s F2- and M4-services as 
designed and implemented throughout the period from 1 January 2025 to 31 December 2025; 
and 

(b) The controls related to the control objectives stated in the Description were suitably designed 
throughout the period from 1 January 2025 to 31 December 2025 to provide reasonable 
assurance that the control objectives would be achieved if the controls operated effectively 
throughout the period 1 January 2025 to 31 December 2025, if relevant controls at subservice 
organizations and complementary controls at customers are suitably designed and implemented 
throughout the period 1 January 2025 to 31 December 2025, as assumed in the design of cBrain’s 
controls; and 

(c) The controls tested, which were those necessary to provide reasonable assurance that the control 
objectives stated in the Description were achieved, operated effectively throughout the period 
from 1 January 2025 to 31 December 2025, if relevant controls at subservice organizations are 
operating effectively, and complementary user entity controls at customers assumed in the design 
of cBrain’s controls operated effectively throughout the period 1 January 2025 to 31 December 
2025. 

Description of tests of controls 

The specific controls tested and the nature, timing and results of those tests are listed in section 4. 
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Intended users and purpose 

This report and the description of tests of controls in section 4 are intended only for customers who 
have used cBrain’s general IT controls in relation to F2- and M4-services, and their auditors, who have a 
sufficient understanding to consider it, along with other information, including information about 
controls operated by customers themselves, when assessing the risks of material misstatements of 
customers’ financial statements. 

Copenhagen 26 February 2026 
EY Godkendt Revisionspartnerselskab 
CVR no. 30 70 02 28 

Jesper Due Sørensen 
Partner 

Jan K Mortensen 
State Authorized Public Accountant 
mne40030 
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3 Description of general IT controls implemented by cBrain regarding services 
related to F2 and M4 

3.1 Introduction  

cBrain is the provider of the F2 and M4 solutions with associated services for cBrain’s customers. 

The solutions support our customers in a range of digital business processes involving employees, 
members, citizens, authorities, and companies. The solutions are implemented in organizations in both 
the private and the public sector. The digital business processes include case and document 
management, membership management, booking of meetings, management support, subsidy 
administration, rulings, approvals, etc. Customers are in Denmark and internationally. 

When an organization is operational, cBrain’s services are characterized by cBrain acting as:    

• operations provider  

• support provider  

• ad hoc task provider.  

3.1.1 cBrain is the operations provider:   

The customer has a service agreement, and the solution is in cBrain’s operation environment, which is 
physically located at Sentia. In this instance, it is cBrain’s responsibility to ensure that operations are 
carried out as per the agreed-upon service level agreement and security requirements. 

3.1.2 cBrain is the support provider:   

The customer has a software maintenance agreement which grants them access to support services. In 
connection with performing support services, cBrain has access to the customer’s systems and data. 
Data access and thus data processing is solely for resolving the customer’s problem or question related 
to the software covered by the software maintenance agreement. Software errors are resolved through 
software releases.   

3.1.3 cBrain is the ad hoc task provider:  

The customer has an agreement regarding ad hoc task deliveries. Additional deliveries are subject to the 
delivery contract and are designated change requests. The following are typical ad hoc tasks:    

• upgrading    

• patch installation  

• server change  

• training 

• conversion 

• submissions to the National Archives or similar institution 

3.2 Security measures  

A well-documented control apparatus has been established to support data processing security for the 
three main services of operations, support, and ad hoc tasks, respectively.  

cBrain has organized the IT security based on ISO 27001. Processes related to the F2 product and 
employees employed in Denmark are ISO 27001 certified. Substantial parts of the ISO certification 
overlap with the procedures also used in relation to the M4 solution.  

As part of cBrain’s Information Security Management System (ISMS), controls of IT security conditions 
are conducted quarterly, including restore testing of F2 and M4 customer systems as well as antivirus 
and server patching control. cBrain holds quarterly Management Review meetings, where security, risks 
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and change needs are reviewed, particularly in relation to recently registered security incidents. cBrain 
also conducts an annual internal IT security audit, where policies, standard operating procedures, and 
controls are reviewed. 

cBrain uses Sentia as a partner for the delivery of operational services. 

Sentia is a full-service hosting company. The company delivers professional IT services to public and 
private companies. Its services include virtual solutions, colocation (physical racks), operations solutions 
and outsourcing, backup (including remote backup), storage, professional Internet connections, IP 
traffic, and a secure environment. Sentia operates data centers in Denmark which are redundantly 
connected and connected to Denmark’s largest telecommunication hubs. 

In their collaboration with cBrain, Sentia only delivers the physical infrastructure for hosting, while 
cBrain owns and manages the hardware and software, including basic software, databases, etc. Only 
cBrain employees can access cBrain’s servers in Sentia’s locations in Denmark. Customer data, including 
backup, is in Denmark. Sentia’s administrative personnel do not have access to connect to cBrain’s 
servers. For support purposes, to ensure maximum uptime and potential troubleshooting, Sentia has 
administrative rights to the firewall in Taastrup. It has been assessed that Sentia is not a sub-processor, 
as Sentia does not have access to the servers and therefore also not to the data. 

By owning the servers etc., which are located both at Sentia and in cBrain's offices, cBrain ensures that 
individuals from safe/unsafe third countries or international organizations do not have access to 
process data, e.g. in relation to support services (this also applies to "view access") or development.  

The IT security at Sentia is verified by having an independent third party to prepare ISAE 3000 and 
3402 reports each year. Their ISAE declarations are subsequently reviewed and approved by cBrain. 
Note that this ISAE report does not include services delivered by Sentia. 

The general agreements regarding data processing and instructions are stated in the data processing 
agreement. 

3.2.1 Incident management process 

cBrain’s employees are obligated to immediately report suspected security incidents or vulnerabilities. 
Information security incidents are centrally logged, assessed, and then assigned to the relevant security 
owner for information and resolution. cBrain’s procedure for handling security breaches includes 
notifying affected customers about: 

a) The character of the security breach 

b) Likely consequences of security breaches 

c) Measures taken or proposed to handle security breaches. 

At cBrain’s quarterly Management Review meetings, incidents are reviewed, and it is determined which 
future changes in IT security should be implemented. Follow-up actions are recorded in the security log 
and tracked until closed. 

3.2.2 Employees 

Employees are subject to confidentiality agreements, and processes for onboarding, offboarding, and 
job changes have been established to ensure that access conditions, etc., correspond to employment 
conditions. Many of cBrain’s employees have security clearance for working with customers in the public 
sector. Ongoing awareness training is carried out to ensure that employees are continuously updated on 
security measures and processes. 

Software development is carried out by employees employed at cBrain in Denmark, and the support 
systems used for software maintenance and support requests are also operated and maintained by 
cBrain employees in Denmark. 

3.2.3 Logging 

cBrain uses a variety of monitoring tools to ensure that systems are operational and for receiving alerts 
in case of issues. All security-related actions on cBrain's critical servers are logged in case an incident 
requires further investigation. Changes to Active Directory (AD) are monitored using a combination of 
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group policies and log monitoring tools. cBrain’s software products M4 and F2 log user operations, and 
administrators can access the logs. 

3.2.4 Network security 

cBrain uses several methods for network management to protect the information stored in systems and 
applications. cBrain’s network is protected by firewalls. All traffic to the firewalls is managed and 
logged. Wireless access is separated into two separate networks; a production network to which all 
company workstations are connected, and a guest network. Virtual networks are established to ensure 
separation of access across environments. 

3.2.5 Logical access 

cBrain’s password policy is controlled via Active Directory. When cBrain’s employees access customer 
systems, they adhere to the customer’s password policy. User actions are logged in cBrain’s systems, 
and these logs can be accessed by administrators. cBrain’s F2 system enables granular access control to 
data. cBrain’s mobile devices are encrypted, and it is a requirement that sensitive data in transit are also 
encrypted. 

Regular controls are made of access rights to servers and systems in cBrain. Security standards 
regarding data access management and protection levels are developed in collaboration with the 
customer. Control measures and reporting are in place in cases where the customer deviates from the 
recommended approach.   

3.2.6 Physical access 

Access to cBrain’s offices in Denmark is only possible using an access chip and a code outside of office 
hours, or by requesting access at the reception during office hours. cBrain’s Danish office is equipped 
with a security system to detect intrusions. Internal servers and confidential information are stored in 
lockable rooms to which access is limited to a few named individuals. Servers hosting customer data are 
in professional external data centres with appropriate physical security controls. Customer data may not 
be hosted at cBrain’s offices. 

At the external data center in Denmark hosting cBrain’s customer data, physical access is limited to the 
data center operations personnel and relevant subcontractors with personal accreditations. It is a Tier 
2-equivalent center. A diesel generator provides a 24-hour 100% capacity data center operation backup. 
This is tested at regular intervals to ensure that the diesel is operational. The data center is classified as 
a critical part of the Danish infrastructure, partly due to Internet transit, and is therefore guaranteed 
daily deliveries of diesel for 30 consecutive days. There are redundant cooling systems with two 
individual cooling compressors providing free cooling at low outdoor temperatures. There is a system 
for protecting against water leakage, smoke and fire detectors, as well as Argonite fire suppression 
systems. There is 24/7 camera surveillance with technicians on-site, as well as monitoring of cooling 
and electrical systems. 

3.2.7 Change management process 

Security requirements are assessed during a new feature’s design phase and tested before 
implementation. All software code must be maintained in cBrain’s official code repository and is subject 
to version control. 

Planning of which features to implement is controlled by a product board, which reviews and approves 
software changes. A control procedure is in place for urgent changes, which is approved through an 
established approval process. All changes are reviewed and independently tested by the developer and 
signed off by QA before being accepted in a production release. All changes to cBrain’s F2 software are 
first made in the development environment, then in customers' test systems, and finally in customers' 
production systems. Testing is performed in each environment to catch errors to the extent possible 
before the changes are deployed in customers' production systems. 

Standard operating procedures (SOPs) exist for a range of activities, including personally identifiable 
data in connection with support reporting. Protocols are in place for what is allowed and how and when 
data from support systems are deleted. 
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3.2.8 Backup process 

Backup of servers and databases are performed nightly. Restore tests are performed quarterly on 
customers’ M4 and F2 systems to ensure that backups are usable and that recovery procedures are 
rehearsed. 

3.2.9 Disaster recovery management 

cBrain A/S hosts selected customers’ M4 and F2 systems. cBrain’s obligations towards the customers 
are governed by the contracts between cBrain and each individual customer. Based on these contracts, 
cBrain has an obligation to restore both data and services in the event of a disaster. 

cBrain has determined that the information security requirements for service recovery are identical to 
those for ongoing operational services, and therefore the same security arrangements apply. This 
means that only qualified and authorized personnel in Operations are authorized to access the hosting 
environment and restore the service. 

cBrain annually tests the contingency plans for restoring M4 and F2 services. 

3.3 Risk assessment   

cBrain conducts a risk assessment at least once a year. The risk assessment considers several potential 
events involving the risk of confidentiality loss, integrity loss, and availability loss. For each of these, an 
assessment is made of the likelihood of the event and its consequences (for the registered individual, 
reputation, financial, etc.). 

cBrain holds quarterly Management Review meetings to address compliance with ISO 27001. 
Management Review meetings are an ISO 27001 requirement. 

3.4 Control measures 

A range of control measures have been implemented, part of which are recommended in relation to 
ISAE 3000 and ISAE 3402 activities for the protection of personal data, and part of which are 
recommended in relation to ISO 27001 activities. Control measures are continuously adjusted and 
revised in relation to risk assessment and general changes in market conditions. 

Refer to section 4, in which the specific control activities are described.  

3.5 Complementary controls by customers   

The customers have the following obligations: 

• To ensure the customer’s users are up to date. 

• To ensure that access conditions meet the market standards for secure access, including their 
own users' and cBrain’s access to customer data. 

• cBrain can set up audit logging in the systems after prior consent from the customer. It is the 
customer’s responsibility to consider the logging requirements set up in the user interface of 
F2 and M4. It is also the customer’s responsibility that logs are regularly reviewed. Only the 
administrator role at the customer can access the audit log. 

• F2 and M4 customers are responsible for assigning employees roles which provide different 
levels of access to the solution. It is the responsibility of the customer to ensure that only the 
relevant employees and cBrain employees are granted access at an appropriate level. 

• Each customer has access to a test environment and a production environment, which are 
separate installations and customer exclusive. It is the responsibility of the customer to ensure 
that data in the test environment does not include the data of real individuals. 
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4 Control objectives, control activity, tests and test results 

4.1 Purpose and scope 

Our work was performed in accordance with ISAE 3402, Assurance Reports on Controls at a Service 
Organization. 

Our test of the controls' design and implementation comprised the control objective and related 
controls, which have been selected by the Management, and which are stated below. Any other control 
objectives, related controls and controls at customers is not covered by our tests. 

The tests performed in connection with the determination of design and operating effectiveness of 
controls are outlined below. 

4.2 Tests performed 

Below, we have summarized the tests performed by EY in order to assess controls relevant to cBrain’s 
information security and measures. 

Inspection Reading of documents and reports which contain disclosure on the 
performance of the control. This work includes i.a. the reading of and 
position-taking to reports and other documentation to assess whether 
specific controls have been designed in a way that allow them to be 
effective, if implemented. Furthermore, we assess whether controls are 
adequately monitored at suitable intervals.  

 

Inquiries Inquiries of suitable staff with cBrain. Inquiries comprised i.a. the 
performance of controls. 

Observation We observed the performance of controls. 
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4.3 Control objectives, control activity, tests and test results 

 

Control objective: 5.1 Management direction for information security 

To provide management direction and support for information security in accordance with business requirements and relevant laws and regulations. 

No. Control activity Test performed by EY Test results 

5.1.1 Policies for information security 

Management approves a written information security policy, 
which is published and communicated to employees and 
relevant external parties. 

Inspected that the information security policy has 
been approved by Management and communicated to 
employees and relevant external partners.  

Inspected that the policy is made available to the 
employees on the Intranet. 

No deviations noted. 

5.1.2 Review of the policies for information security 

The IT information security policy is evaluated at planned 
intervals or in case of significant changes, to ensure that it 
continues to remain suitable, appropriate and efficient. 

Inspected that the information security policy is 
updated.   

Inspected the information security policy to ensure 
that it is appropriate. 

No deviations noted. 

 

Control objective: 6.1 Internal organization 

To establish a management framework to initiate and control the implementation and operation of information security within the organization. 

No.  Control activity Test performed by EY Test results 

6.1.1 Information security roles and responsibilities 

All areas of responsibility for IT security are clearly defined. 

Inspected documentation, which shows that the 
responsibility for information security is clearly 
defined in policies. 

No deviations noted. 
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Control objective: 6.1 Internal organization 

To establish a management framework to initiate and control the implementation and operation of information security within the organization. 

No.  Control activity Test performed by EY Test results 

6.1.2 Segregation of duties 

Contradictory areas of responsibility are segregated to 
reduce the possibility of unauthorized or unintentional 
change or misuse of the organization’s assets. 

Inspected that areas subject to required segregation 
of duties are defined and reviewed. 

Inspected for samples of changes that segregation of 
duties is maintained during the change management 
process. 

Inspected for samples of users that segregation of 
duties is maintained during the access management 
process.  

Two specially trusted senior 
developers have privileged access to 
servers used for operating customer 
system. 

No further deviations noted. 

 

Control objective: 6.2 Mobile devices and teleworking 

To ensure the security of teleworking and use of mobile devices. 

No.  Control activity Test performed by EY Test results 

6.2.1 Mobile device policy 

A formal policy has established, and appropriate security 
measures have been implemented to safeguard against the 
risks which the application of mobile equipment and 
communication equipment implies. 

As part of the ongoing control activities, a manual sample-
based review is performed every three years to verify that 
the implemented security measures remain effective and are 
complied with 

Inspected the policy for the implementation of 
security measures for mobile equipment and 
communication equipment.  

Inquired whether a sample-based review has been 
performed during the assertion period to verify that 
the implemented security measures remain effective 
and are complied with 

We have not received documentation 
showing that sample-based reviews of 
mobile devices in relation to BitLocker 
and antivirus have been conducted 
over a three-year period.  

No further deviations noted. 
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Control objective: 6.2 Mobile devices and teleworking 

To ensure the security of teleworking and use of mobile devices. 

No.  Control activity Test performed by EY Test results 

6.2.2 Teleworking  

A policy and operating plans and procedures for remote 
work via mobile workplaces have been prepared and 
implemented. 

Inspected policies for remote work via mobile 
workplaces. 

Inspected that VPN is used to access the network 
during remote work. 

Inspected documentation for the configuration of 
OpenVPN 

 

No deviations noted. 

 

Control objective: 7.1 Prior to employment 

To ensure that employees and contractors understand their responsibilities and are suitable for the roles for which they are considered. 

No. Control activity Test performed by EY Test results 

7.1.2 Terms and conditions of employment 

As part of the contractual obligations, employees, 
contracting parties and external consultants sign the 
conditions of the employment contract stating their and 
cBrain’s responsibilities for information security. 

On a sample basis inspected new hires and external 
consultants in the assurance period that the 
employment contract includes a specification of 
responsibility in respect of information security and 
includes professional secrecy requirements. 

Inspected employment contract templates for 
employees, contracting parties and external 
consultants and established that they include a 
specification of responsibility in respect of 
information security and include professional secrecy 
requirements.  

No deviations noted. 
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Control objective: 7.2 During employment 

To ensure that employees and contractors are aware of and fulfil their information security responsibilities. 

No. Control activity Test performed by EY Test results 

7.2.1 Management responsibilities 

Management requires that employees, contracting parties 
and external consultants maintain security in accordance 
with the company’s policies and procedures. 

Inspected the description of management’s 
requirements to employees, contracting parties and 
external consultants.  

On a sample basis inspected communication from 
Management to employees in which it is emphasised 
that the security policy must be maintained. 

No deviations noted. 

7.2.2 Information security awareness, education and training 

cBrain’s employees and, if relevant, contracting parties and 
external consultants are made aware of information security 
and are regularly updated on cBrain’s policies and 
procedures to the extent deemed relevant for their job 
functions. 

Inspected procedures for ensuring adequate 
awareness training and regular update of the 
organisation's policies and procedures.  

Inspected that cBrain has performed activities which 
support security awareness among the employees. 

Inspected that external consultants employed during 
the reporting period are included as part of the 
awareness training. 

On a sample basis inspected that new employees 
receive awareness training as part of their 
onboarding. 

No deviations noted. 

7.2.3 Disciplinary process 

A formal sanctions procedure has been established to take 
action against employees who violate the security 
guidelines. 

Inspected that there is a formal sanction procedure in 
place for employees, who violate cBrain's information 
security guidelines. 

Inquired if any employees have been registered who 
intentionally or unintentionally violated their loyalty 
obligations during the assurance period. 

cBrain has informed that no 
employees have been registered who 
intentionally or unintentionally have 
violated their loyalty obligations 
during the assurance period. 

No deviations noted. 
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Control objective: 7.3 Termination and change of employment 

To protect the organization’s  interest as part of the process of changing or terminating employment. 

No. Control activity Test performed by EY Test results 

7.3.1 Termination or change of employment responsibilities 

Employees’, contracting parties’ and external consultants’ 
access to information and information processing equipment 
is terminated, when their employment, contract or 
agreement discontinues or is adjusted after a change. 

Inspected the procedure regarding discontinuation of 
employment to control that the responsibility for 
changing or discontinuing employment is placed. 

On a sample basis inspected employees and external 
consultants resigned to verify that the employees' 
access privileges have been terminated. 

No deviations noted. 

 
 

Control objective: 9.1 Business requirements of access control 

To limit access to information and information processing facilities 

No. Control activity Test performed by EY Test results 

9.1.1 Access controls policy 

A policy for access control has been prepared which is 
documented and evaluated based on business and security-
related access requirements. 

Inspected the policy for access control to verify that 
it was updated and approved. 

No deviations noted. 

9.1.2 Access to networks and network services 

Users only get access to the networks and network services 
which they are specifically authorized to use. 

Inspected the procedure for granting access to 
services to the user is based on a work-related need. 

On a sample basis inspected users to verify that they 
only had access to approved services which were 
granted based on a work-related need. 

No deviations noted. 
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Control objective 9.2 User access management 

To ensure authorized user access and to prevent unauthorized access to systems and services. 

No. Control activity Test performed by EY Test results 

9.2.1 User registration and de-registration 

A formal procedure has been implemented for the 
registration and de-registration of users. 

Inspected the procedure for the registration and de-
registration of users. 

On a sample basis inspected users who were 
employed or terminated in the assurance period in 
order to verify that the procedures for registration 
and de-registration of users have been maintained. 

No deviations noted. 

9.2.3 Management of privileged access rights 

Allocation and use of privileged access rights are limited and 
controlled. 

Inspected the guidelines for limiting and managing 
the granting and use of privileges.  

On a sample basis inspected that privileged users 
had a work-related need for access. 

No deviations noted. 

9.2.4 Management of secret authentication information of users 

(password) 

Allocation of access codes is managed by a formal 
administration process. 

System and service accounts, as well as test accounts, are 
exempt from periodic password changes. 

Inspected that the procedure regarding the 
management of allocation of access codes. 

Users exempt from periodic password changes were 
inspected. 

No deviations noted. 

9.2.5 Review of user access rights 

Management evaluates administrative users’ access rights 
annually by using a formal process. 

Inspected the procedure for evaluating 
administrative access rights. 

Inspected that privileged users’ access rights for AD 
administrator rights as well as cBrain’s internal F2 
administrators have been evaluated annually. 

No deviations noted. 
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Control objective 9.2 User access management 

To ensure authorized user access and to prevent unauthorized access to systems and services. 

No. Control activity Test performed by EY Test results 

9.2.6 Removal or adjustment of access rights 

All employees and external users’ access rights to 
information and information processing facilities are 
removed when their employment, contract or agreement 
discontinues or is adjusted after a change. 

Inspected the procedure for termination of 
employment and withdrawal and correction of 
access rights.  

On a sample basis inspected terminated users in 
order to verify whether the employees' access 
privileges in relevant systems had been removed. 

No deviations noted. 

 

Control objective: 9.3 User responsibilities 

To ensure that appropriate business procedures are in place to mitigate the risk of loss of authenticity, integrity and confidentiality. 

No. Control activity Test performed by EY Test results 

9.3.1 Password policy 

It is a requirement that users follow cBrain’s practice when 
using secret authentication information. 

Inspected procedure regarding the definition of 
quality requirements for access codes. 

Inspected that the implemented policy for the use of 
access codes automatically forces the users to follow 
the formal procedure for access codes. 

No deviations noted. 
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Control objective: 9.4 System and application access control 

To ensure that there are adequate controls in place in relation to data communications that adequately safeguard against the risk of loss of authenticity, integrity and 
confidentiality. 

No. Control activity Test performed by EY Test results 

9.4.2 Secure log-on procedures 

Access to operating systems is managed by a procedure for 
secure log-on. 

Inspected procedure to control the access to 
operating systems. 

Inspected procedure regarding the definition of 
quality requirements for access codes. 

Inspected that unique user IDs and access codes are 
used for login. 

No deviations noted. 

 

9.4.5 
Access control to program source code 
 
Access to source code is restricted to authorized employees 
with a business need. Access rights to the source code are 
checked at least once a year by development managers to 
ensure that only relevant individuals with a work-related 
need have access. 

Inspected procedures for limiting the access to 
programs’ source codes.  
 
Inspected that development managers have 
performed an annual review of employees who have 
access to the source code, in order to confirm that 
access is restricted to employees with a work-related 
need. 

No deviations noted. 

 

 

Control objective: 11.1 Secure areas 

To prevent unauthorized physical access, damage and interference to the organization’s information and information processing facilities. 

No. Control activity Test performed by EY Test results 

11.1.1 Physical security perimeter 

cBrain has implemented physical perimeter protection to 
protect areas that have either sensitive or critical 
information or information processing facilities. 

Inspected procedures regarding physical protection 
of facilities and perimeter security. 

Observed relevant locations and their incorporated 
perimeter security to verify that measures have been 
taken to hinder unauthorized access. 

No deviations noted. 
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Control objective: 11.1 Secure areas 

To prevent unauthorized physical access, damage and interference to the organization’s information and information processing facilities. 

No. Control activity Test performed by EY Test results 

11.1.2 Physical entry controls 

Secure areas are protected with adequate access controls to 
ensure that only authorized staff gains access. 

Inspected the procedure for the protection of secure 
areas.  

Observed several access points in order to verify that 
personal access cards are used to gain access to 
cBrain’s facilities. 

No deviations noted. 

 

 

Control objective: 12.1 Operational procedures and responsibilities 

To ensure that appropriate business processes and controls are established in relation to operations and change management, and that appropriate separation of 
environments between development, testing and operations is established. 

No. Control activity Test performed by EY Test results 

12.1.1 Documented operating procedures 

Operating procedures are formalized and made available to 
relevant employees. 

Inspected that operating procedures are formalized 
and documented and made available to the 
employees. 

No deviations noted. 

12.1.3 Capacity management 

Use of resources is managed and adjusted, and projections 
of future capacity requirements are made to ensure that the 
system operates as required. 

Inspected procedures for monitoring and adjusting 
capacity requirements to ensure future capacity 
requirements. 

On a sample basis inspected that the resources used 
on the network area are monitored. 

No deviations noted. 

12.1.4 Separation of development, testing and operational 

environments 

Development, test and production severs are segregated. 

A limited number of specially trusted employees, including 
two senior developers, have privileged access to servers 
used for the operation of customer systems. 

On a sample basis inspected that there is logical 
segregation between development, test and 
production environments. 
 
On a sample basis inspected that users with specially 
privileged rights to the production environment do 
not have access to the source code of customer 
systems. 

No deviations noted. 
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Control objective: 12.2 Protection from malware 

To ensure that information and information processing facilities are protected against malware. 

Nr. Control activity Test performed by EY Test results 

12.2.1 
 

Controls against malware 

Controls are implemented to detect, prevent and restore in 
order to protect against malware, combined with adequate 
user awareness. 

Inspected procedures for the prevention and 
detection of an outbreak of malicious code and 
recovery after a malicious virus attack. 
 
 Inspected that cBrain has carried out activities that 
support security awareness among employees. 

Please also refer to section 7.2.2 
concerning awareness training. 

No deviations noted. 

 

Control objective: 12.3 Backup 

To protect against loss of data. 

No. Control activity Test performed by EY Test results 

12.3.1 
Information backup 
Back-up of information, software and systems have been 
taken and they are regularly tested in accordance with the 
agreed back-up policy. Additionally, quarterly restore tests 
are performed. 

Inspected procedures regarding the back-up of 
systems and data. 
On a sample basis inspected that back-up copies are 
processed as described in the procedures. 
 
We have performed sample inspections of restore 
tests carried out in Q3 and Q4 of 2025 for the M4 
and F2 systems. 

No deviations noted. 

 

Control objective 12.4 Logging and monitoring 

To ensure that appropriate controls are in place to monitor, record and follow up on relevant operational incidents. 

No. Control activity Test performed by EY Test results 

12.4.1 
 

Event logging 
Relevant security-related actions are logged based on risk 
assessment and technical proportionality. 
Microsoft's security baseline is used, and risk-relevant 
incidents are logged. 

 
Inspected, for a sample of servers, that logging is 
performed in accordance with Microsoft Baseline 
Recommendations. 

 

 
No deviations noted. 
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Control objective 12.4 Logging and monitoring 

To ensure that appropriate controls are in place to monitor, record and follow up on relevant operational incidents. 

No. Control activity Test performed by EY Test results 

12.4.2 Protection of log information 

Logging facilities and log information are protected against 
manipulation and unauthorized access. 

Inspected the procedure for the protection of logging 
facilities and logs. 

On a sample basis inspected that logging information 
from cBrains Windows AD is protected against 
manipulation and unauthorized access. 

No deviations noted. 

12.4.3 Administrator and operator logs 

Activities performed by system administrators and service 
operators are logged. 

Inspected procedures for logging activities that are 
performed by system administrators and service 
operators. 

On a sample basis inspected log configuration on 
servers in order to verify that activities performed by 
system administrators and service operators are 
logged. 

No deviations noted. 

12.4.4 Clock synchronisation 

The clocks in relevant information processing systems are 
synchronized with NTP pools. 

Inspected the procedure for synchronization of clocks 
with an agreed, precise indication of time.  

Inspected that system parameters have been set up, 
which ensure synchronization of agreed time source 

No deviations noted. 

 
 

Control objective: 12.5 Control of operational software 

To ensure the integrity of operational systems. 

No. Control activity Test performed by EY Test results 

12.5.1 
 

Installation of software on operational systems 

Procedures have been established to manage the software 
installation on operating systems. 

Inspected the procedure for the software installation 
on operating systems. 

On a sample basis inspected software installations in 
order to verify that the procedure was followed. 

No deviations noted. 
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Control objective: 12.6 Technical vulnerability management 

To prevent exploitation of technical vulnerabilities 

No. Control activity Test performed by EY Test results 

12.6.1 Management of technical vulnerabilities 

Data on technical vulnerabilities in information systems is 
obtained regularly, the company’s exposure to such 
vulnerabilities is reviewed and adequate measures are 
implemented to handle the inherent risk. 

Inspected procedures for collecting and reviewing 
technical vulnerabilities. 

On a sample basis inspected that monitoring with 
alarm systems has been established, including that 
appropriate measures are implemented to manage 
the associated risks. 

For 4 customers, F2 was open to TLS 
1.0 and TLS 1.1 traffic from 
November 19 to December 31, 2025. 
 
For 1 customer, F2 was open to TLS 
1.0 and TLS 1.1 traffic from 
December 3 to December 31, 2025. 
 
In all cases, TLS 1.0 and TLS 1.1 were 
disabled during the service window on 
February 8, 2026. 
 
No further deviations noted. 

 

Control objective: 13.1 Network security management 

To ensure the protection of information in networks and its supporting information processing facilities. 

No. Control activity Test performed by EY Test results 

13.1.2 Security of network services 

Network services delivered to cBrain by the service sub 
service provider Sentia are subject to an agreement on 
network services. 

cBrain monitors and reviews relevant auditor’s report from 
Sentia annually. 

Inspected that cBrain has obtained and performed 
annual review of Sentia ISAE 3402 assurance report. 

No deviations noted. 

13.1.3 Segregation in networks 

Networks are segregated. 

Inspected network drawing that show that network at 
cBrain is segregated. 

On a sample basis inspected the implementation of 
firewall rule controls. 

No deviations noted. 
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Control objective: 14.2 Security in development and support processes 

To ensure that information security is designed and implemented within the development lifecycle of information systems. 

No. Control activity Test performed by EY Test results 

14.2.2 System change control procedures 

System changes are controlled by a formal procedures for 
change management. 

Inspected the procedure for change management in 
order to verify that the procedure has requirements 
such as: 

• Authorisation  

• Testing  

• System documentation 

No deviations noted. 

14.2.3 Technical review of applications after operating platform 

changes 

All changes are documented in case management system. 
Documentation includes information stating that changes 
are transferred to a test environment before transferred to 
production environment. 

Inspected the procedure for change management.  

On a sample basis inspected whether changes were 
documented in the case management system. 

Inspected on a sample basis that changes are 
approved by the customer before being deployed to 
production. 

Inspected on a sample basis that changes are tested 
before being deployed to production. 

No deviations noted. 

14.2.9 System acceptance testing 

Criteria have been prepared for the accept of new 
information systems, upgrades and new versions, and 
adequate tests are performed of the system(s) being 
developed and before accept of the system(s). 

On a sample basis inspected that changes to the F2 
system from the assurance period in order to verify 
that system accept was given in accordance with the 
procedure. 

Inspected a list of changes to M4 system. 

Inquired if changes have been made to M4 system 
during the assurance period. Inspected list of changes 
in the case management system. 

cBrain has informed that no new 
changes in relation to M4 were made 
during the assurance period. 

No deviations noted. 
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Control objective: 15.2 Supplier service delivery management 

To maintain an agreed level of information security and service delivery in line with supplier agreements. 

No. Control activity Test performed by EY Test results 

15.2.1 
 

Monitoring and review of supplier services 

A supplier risk assessment is evaluated and updated 
annually.  

An auditor’s report is obtained from Sentia and reviewed 
and any relevant reported issues identified in the report are 
registered and followed up on. 

Inspected the procedure for managing 
subcontractors. 

Inspected that the auditor’s report from Sentia is 
obtained and reviewed during the assurance period.  

Inspected documentation evidencing that supplier 
risk assessment has been evaluated and updated 
during the assurance period. 

No deviations noted. 

 

Control objective: 16.1 Management of information security incidents and improvements 

To ensure a consistent and effective approach to the management of information security incidents, including communication on security events and weaknesses. 

No. Control activity Test performed by EY Test results 

16.1.1  Responsibilities and procedures 

Managerial responsibility and procedures are determined to 
ensure prompt, efficient and timely handling of information 
security incidents. 

Inspected whether procedures are implemented for 
management’s prompt, efficient and timely handling 
of information security incidents.  

 

No deviations noted. 

16.1.2 Reporting information security events 

Reporting of information security incidents are made 
through appropriate management channels as quickly as 
possible. 

Inspected that procedures for the registration and 
reporting on suspicious security weaknesses are 
implemented. 

On a sample basis inspected that the incident log 
from the reporting period contains information about 
security incidents. 

On a sample basis inspected that recorded security 
incidents from the incident log have been 
documented and evaluated by management. 

No deviations noted. 
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Control objective: 16.1 Management of information security incidents and improvements 

To ensure a consistent and effective approach to the management of information security incidents, including communication on security events and weaknesses. 

No. Control activity Test performed by EY Test results 

16.1.3 Reporting information security weaknesses 

All employees are under an obligation to note and report on 
observed weaknesses or suspicion of weaknesses in relevant 
systems. 

Inspected documentation showing that procedures 
for the registration of and reporting on weaknesses 
or suspicion of weaknesses in systems and services 
are implemented. 

Inspected whether a log of incidents is implemented 
in which users may report on security weaknesses. 

No deviations noted. 

16.1.6 Learning from information security incidents 

Mechanisms are established to quantify and monitor types 
and scope of information security breaches. 

On a sample basis inspected that management holds 
quarterly meetings at which security incidents are 
evaluated. 

No deviations noted. 

 

Control objective: 17.1 Information security continuity 

The information security continuity is embedded in the organization’s management systems for emergency, preparedness and recovery management. 

No.  Control activity Test performed by EY Test results 

17.1.1 Planning information security continuity 

Requirements are established for information security and 
information security continuity in critical situations, e.g. in 
case of a crisis or catastrophe. 

Inspected the IT contingency plan to ensure that it is 
updated, approved and deals with the requirements 
that are necessary in respect of the periodical test. 

No deviations noted. 

17.1.2 Implementing information security continuity 

Processes, procedures and controls are established, 
documented, implemented and maintained to ensure the 
necessary information security continuity in a critical 
situation. 

Inspected the IT contingency plan to verify that the IT 
contingency plan includes requirements of regular 
reassessment to ensure that restoring of the IT 
systems is still possible. 

No deviations noted. 
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Control objective: 17.1 Information security continuity 

The information security continuity is embedded in the organization’s management systems for emergency, preparedness and recovery management. 

No.  Control activity Test performed by EY Test results 

17.1.3 Verify, review and evaluate information security continuity 

The IT contingency plans are revised and tested annually. 

Inspected that the contingency plans are revised and 
that annual desktop tests are preformed, which 
included the F2 and M4 systems. 

No deviations noted. 

 

Control objective: 18.2 Compliance 

To ensure that systems meet the requirements of the organization’s security policies and security standards. 

No. Control activity Test performed by EY Test results 

18.2.2 Compliance with security policies and standards 

Management ensures that security procedures within their 
area of responsibility are maintained. 

Inspected the procedures which ensure that 
management ensures compliance with security 
policies and security standards. 

Inquired whether the procedures are implemented. 

No deviations noted. 
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